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At BIT, we consider the security of our systems very important, but despite our efforts to ensure security,
there may still be a weak spot. If you discover a weakness in our of our systems, we would like to hear
about it so that we can take action as soon as possible. We want to work with you to better protect both
our customers and our systems.

BIT's infrastructure is also used by third-party systems and in many cases managed by those third
parties. Weaknesses in systems managed by third parties are not covered by this Responsible Disclosure
Policy. Systems not covered by this policy have a hosthame that includes vm.bit.nl, colo.bit.nl or
customer.bit.nl. You may nevertheless report systems with such hostnames. If you do so, you agree in
advance that your report will be forwarded uncensored to the administrator of the system in question. In
such cases, the promises made by BIT below no longer apply.

We ask you:

* Not to use physical security attacks, social engineering, distributed denial of service, spam or
automated tools, such as vulnerability scanners.

* Not to abuse the problem by, for example, downloading more data than necessary to prove the
leak, or viewing, deleting or modifying third-party data.

* Not to share the problem with others until it is resolved

* To email your findings to cert@bit.nl. Encrypt your findings with our PGP key (found at the
bottom of this page) to keep sensitive information out of the wrong hands.

« To provide sufficient information so that we can reproduce the problem as soon as possible. This
way we can solve the problem as soon as possible. Usually, the IP address or URL of the affected
system and a description of the vulnerability is enough, but for more complex vulnerabilities
additional information may be required

* To delete all data obtained through the leak.

We promise:

« If you comply with the above conditions, we will not take any legal action against you as the
result of the report.

*  We will respond to your report within three business days with our assessment and an estimated
date for resolution.

*  We will keep you updated on the status of the resolution.

*  We will treat your report confidentially and will not disclose your personal information to third
parties without your consent, unless required by law.

« Itis possible to report under a pseudonym.

« In all communications regarding the reported problem, we will identify you as the reported, if you
so wish.

We strive to solve all problems as quickly as possible and are happy to be involved in any publication
about the problem after it is solved.

The above text is based on the work of Floor Terra as published at https://www.responsibledisclosure.nl.

The modified text is published under the Creative Commons Attribution 3.0 license.
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PGP-key

MQINBFPOTgOBEAC3aCIOZMwWOXBAG LpnVbCgtgLeCOLVM/1PmzZu4T20HKOBLOJA
gxigjcb0eOKOAe5LIfFCVRMp/ef lpH7F4uOGCTILh9RRjaFStEaTWf7cizXiexsXg
cdy1HKJICQ9FsHwWinnFMgzCieP51JKxgs+2IYTFYNTZXQ8KsH+TNT7Z/c1pGoXAglG
MAlnsFmPPWj9nfpRmchpSXfeWVFISK/1EjqGOMYc+segcOsja2vVhOlo+UEKVBHUh
wMeWzTyYLIMDrEHUOpErAcnb6NR4tQZ555cY LhXRUj8pXpTS00zunFKQ12cRO1ZT
Ii7FamRF2jOLASIZW]j7HYY7uYOIOFCLGuUYyX1/ncT3u30yYidbdexmj9hmivozZpoQ
FrFKQEnVD1lcV5KzgEmMVJIK3FsZBGbrXVWhPNB+KAJot jOZwr jpPWLG6RVSYRGVKWX7
FPE4qNPOO2BdZUOPp9zABJIUp923A7i%alzZsspsjKPPcyzghed TIVEMDQMwSiQCEIw
WE+JRCsrv+SzNB5Ac//3y/geVyNBEQ4COPdpAapTBCKdQgXsoYVoq+1TmIT4FYY9
8nZtWAMTZTeWtaHmj8Br3UlvqazSzbJ9Bz6LFupUvtZMEqoDmivw9lIXva/t4kws
WTWILH1toxJLRTHT/94YurQHgKUtqOmS+HcpLI4N5WZLwMYcaj8vy+0Z 1wARAQAB
tBZCSVQQQOVSVCA8Y2VydEBiaXQubmw+iQI4BBMBAgAiBQJTzk4NAhsDBgsJCAcD
AgYVCAIJCgSEFgIDAQIEAQIXgAAKCRCAYkgXgA53sQR+D/4kXyVHLGYKTGF6hIdI
UG55m/+vgbVMjTGotXxvOEFV90rvY1lcBH7ARACZiJS+q+Y1E5VAr4nWHXRs+TO 11U
K9IwStwCgISKTLcIsmfpaobwOskpf9qzxKU9eqGTfEXx1zJIBbRZMxOwTfHq6KKEDU7
kiUIOQtoIzxGuYf6byVRXDT4PpXMRNEZQXwUVIABL3NOC]jpWSpiFCVjphel7bQRC
wpaBr0ojR07JAkO80XRXrY2awlEaHRAXUy3W288c13jsYGUtSTKpOOMVNHAMIhWi
DomB1SEAG56NOP7xunJh7m@ypX611JuODN55t FO+LWgQNAqE7FM2wy9hM24iZE21
KfXZa8WqJBGvr6mEWZN+pA11RCnbKbB8NY7gSJcBBbzrouduUBrk1ljojMxuRz1iCe
6LtwGWA+N1dsFZ79f7dIkAr4GhndNO/8Lyy+zNGWA6aGMyyB7 JRL5rWwIjvelLbZ6 LLKTX/uewKr70pBYb7iST1e/exrIKjX8wWkg+FHSV]
gnJ2ZyLgH1LTfZ3fNxTLy2cqfNYtyROLhQu3gJBDZVaOIfenT7IeIjCcjOPGHEefO
gPTL1Z0Z9vYQzwE8wbwuRzKiiAc2BEhLbgWxfEXCmgOUK98U1bKAJ8HWErnYfiUt
DsbOuKB7y+jBYYWsOh/kGLrakzvuo581ycE+PYRNOrYC6xVchFChiAny08KtrMya
kFjCgt2GnuzLVADZpKzra4iHYqU7GpUxwmbDHHVbM8HNCMp4wAbkg4wWKncF4mLYw
igmAPYLsoGtWyDpEMG8WzXOLSKEJt LVK4V4YNbhMhWNTMuvX/AOk2/pSkc81To50
Pspo9JHqzOLNehVorKLjofQ/hdhxvJS6C1HmZchg+pnKkdHWUCby JPyfJSRQN63b
QdRjCfvvNygIovqUYuyFo+6BsDY+tP90Aj3tCokR1jRYCOICcOGCzdNDwW34DA0Q4u
pgGn+L8+4AT6 L4IWRrXx7XcZHrOPoz/j INmBtcCOLGJeqMEfs2a/1ZtFx6Jb0k792
MQTAHJUNHSYsSOM8VoMQWQCGOqz8dZY1ujp+KFR2SU3kSRLeAIUrnREaNvO2mzWQ5
uZjLXzVv88csfSZc5E1+fvobyq+exCmLEL383zVDXYYkpmYL67A==
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